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@ How to configure CIMON-SCADA OPC Server for Windows 7 and 8?

ﬁ CIMON-SCADA OPC Server function is available only with WEB SERVER
USB Dongle (Keylock).

These are conditions that should be met in order to properly configure and use OPC Server in SCADA:
e USB Dongle (Keylock) should be CM04-SCADA 1-E or above as shown in the below image.

In this example, UltimateAccess V3.03 is used for the FAQ manual.

UltimateAccess (S/W license)

* WEB SERVER
NO Model Type Description
1 CMO4-SCADA 1-E 1 User Development+Server+Mobile,Web & Network Clients
2 CMO4-SCADA 5-E 2-5 Users Development+Server+Mobile,Web & Network Clients
3 CMO4-SCADA 10-E 6-10 Users Development+Server+Mobile,Web & Network Clients
4 CMO4-SCADA UNL-E Unlimited Users Development+Server+Maobile,Web & Network Clients

UltimateAccess (CIMON-SCADA) OPC Server Configurations

1. Go to Computer = Local Disk (C:) > CIMON - UltimateAccess - CIMON SCADA
And change the file name from “CmHOpcsvr.exe” to “CmHOpcsvr_B.exe.”

%, CmChartEditor.dll 5/28/201511:53 AM  Application extens.., 643 KB
%[ cmHOpcSvi B | 4/13/20159:47 PM  Application 51 KB|
% CmnCnetdll s 3/12/201411:48 AM  Application extens.. 67 KB

%, CmnCnetS.dll 6/8/201510:56 AM  Application extens... 40 KB

2. Download and unzip “OPC Server Components” from CIMON website.

AddOn
CmHOpcSvr I
3 OPC Client Toolkit
EA OPC Clientl
opccfg
% OpcRun.dll
# OpcTag
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3. Copy and paste the “CmHOpcSvr” file from the [OPC Server Components] folder to
the CIMON SCADA UltimateAccess installation folder. (This file is different from the
existing file in the UltimateAccess installation folder).

& 28/20 3 AR [} < 643
BACmHOpcSw  5/9/013441PM  Application  803KB
|%) CmHOpcSvr_B 4/13/20159:47 PM  Application 51 KBI
& CmnCnet.dll 3/12/201411:48 AM  Application extens.. 67 KB

4. Click and open the “AddOn.Ist” file in the UltimateAccess installation folder.
Type the below information in red to the “AddOn.Ist” file.

| AddOn - Notepad LEIEJ

——

File Edit Format View Help

Schedit.DpLL,Scheduler,sCH,Scheduler.Dl11,Scheduler,Scheduler. Bmp
RecipeEdit.DLL,Recipe Editor,RCP,Reciperun.Dl11,,Recipe.bmp
MCT1Editor.d11,Step Trend,mcp,MCTIRun.d11, ,Multicontrol.Bmp
Groupeditor.dl1,Group Editor,gtd,,,group_editor.bmp

Trelkeditor.d11,Trend Panel,ttd,,,trendpanel_editor.bmp
AnieEditor.dl],Animation Lib. Editor,cmani,,,animation_editor.bmp
pParteditor.dl11,Parteditor,part,,,part_editor. bmp

MinReporteditor.d11,Min Report,amm,MinReportRun.dll, ,minute_report.bmp
commentTableeditor.dl1,CommentTable,cmt,CommentTablerun.d11, ,comments. bmp
LogDBEditor.d11,User LOG DB, lde,LogDBRun.dl11, ,userlogdb. bmp
AudioPlayereditor.dl1,Audio Player,adb,AudioPlayerRun.dl11,,AudioPlayerImage. bmp

DynamicIma eMode1Ed1t.d11,DynamicIma?e,dim,DynamicImageMode1Run.d11,,DynamicImageMode1Edit.Bmp
i rrh, TRMRun. d11, ,FastTrendImage. bmp
| ,0pcRun,orn,opcrun.dl1l,,
I
“

5. Or you can just copy and paste “,0OpcRun, orn, OpcRun.dll,,” from AddOn.lst file from
the OPC Server Components folder to the AddOn.lIst file in the UltimateAccess folder.

| AddOn - Notepad — ‘_ Organize v ]| Open ~ New fold
File Edit Format View Help i
schedit.pLL,Scheduler,scH,Scheduler.D11,scheduler,scheduler.Bmp - . Favorites Name
Recipeedit.DLL,Recipe Editor,RCP,Reciperun.D1], ,Recipe.bmp B Deskt -
McTIEditor.d11,Step Trend,mcp,MCTIRun.d11, ,MultiControl.Bmp i | escop || AddOn
Groupeditor.dl1,Group Editor,gtd,,,group_editor.bmp - Dowalaad
Trelkeditor.d11,Trend Panel,ttd,,,trendpanel_editor.bmp 7| AddOn - Notepad
Anieditor.dl11,Animation Lib. Editor,cmani,,,animation_editor.bmp . .
parteditor.d11,Parteditor,part,,,part_editor.bmp i Bofitoe Epyrrisstom Wisys:Knlcs
MinReporteditor.d11,Min Report,amm,MinReportRun.dl]l, ,minute_report.bmp

commentTableeditor.d11,CommentTable, cmt,CommentTablerun. d11,, comments. bmp i I

Logossditor. d11,user LOG DB, 1de,LogDBRun.d11, ,userlogdb. bmp
Audioplayereditor.d11,Audio Player,adb,AudioPlayerrun.dl11, ,AudioPlayer
Dynami cImageMode‘lEdit.d‘l‘l ,DynamicImage,dim,DynamicIma 0 5, DynamicImagemodelEdit. Bmp

ek an egrh, TRMRun. d11 ge. bmp p

,OpcRun, orn,opcrun. d11, :[
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6. Copy and paste the three files (opccfg.dat, OpcRun.dll, OpcTag.ini) from the OPC
Server Components folder to the UltimateAccess installation folder.

Organize ¥ © Open New folder

<% Favorites Name Date modified
Bl Desktop | |7] AddOn 10/13/2015 5:42 PM
% Downloads CmHOpCSvr 5/9/2013 4:41 PM
] Recent Places $3 0PC Client Toolkit 9/30/2015 1:54 PM
OPC Clientl 8/31/2015 8:15 PM
4 Libraries F.: opccfg 11/30/2012 11:58 ..,
5] Documents %) OpcRun.dll 5/9/2013 4:38 PM
@' Music i | OpcTag 5/30/2013 9:25 AM
[e=| Pictures

7. The three files are now located in the UltimateAccess installation folder.

K5 b Computer » LocalDisk (C:) » CIMON » UltimateAccess » CIMON SCADA »

Organize ¥ © Open New folder

¢ Favorites Name Date modified
B Desktop B opecfy 11/30/2012 11:
& Downloads %] OpcClient.dll 3/12/2014 11:54
| Recent Places 1% OpcClient_DA.dII 9/17/2014 9:11
%] OPCClient3.dlI 10/27/2014 1:57
4 Libraries || OpcRun.bsc 7/28/2014 11:1°¢
5 Documents | OpcRun.dll 5/9/2013 4:39 P
@' Music # OpcTag 5/30/2013 9:25

*This is the end of the UltimateAccess (CIMON-SCADA) OPC Server configurations.
Now, we’re going to learn how to configure DCOM and Firewall in Windows 7 and 8.
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Windows DCOM and Firewall Configurations

The configurations for Vista / Windows 7 / Windows 8 are as follows.

1. If your PCis Windows 8, these additional settings must be done prior to the step 2.

The step 1 only applies to Windows 8.

e Press [Windows button + R] and run “regedit.”

ym===  Typethe name of a program, folder, document, or Internet

— resource, and Windows will open it for you.

open: [T

Cancel

Browse...

e Inthe Registry Editor dialog, go to Edit = and click “Find” (Shortcut keys: Ctrl + F).

File | Edit | View Favorites Help

MNew o ™| Name Type
Permissions... 3—'—'] (Default) REG_SZ
ab]| DisplayName REG_SZ
Delete Del %45 ErrorControl REG_DWORD
Rename 3_‘_'] Group REG_SZ
ab|ImagePath REG_EXPAND_SZ
Copy Key Name ab| Qwners REG_MULTI_SZ
| Find.. Ctrl+F 48] Start REG_DWORD
Find Next F2 18 Tag REG_DWORD
smphost 8| Type REG_DWORD
SMSvcHost 3.0.0.0
SMSvcHost 4.0.0.0
SMIMPTRAP
spaceport
SpbCx
Spoocler
sppsve
EnY
sl
srenet
SSDPSRY
istpivc v
(--- - >

Data

(value not set)
@rmsmouse.inf, %sermouse SveDesc % Serial Mous...
C0D00D00T (1)

Pointer Port
‘\SystemRoot\System32\drivers\sermouse.sys
msmouse.inf

00000004 (4)

00000004 (4)

C0D00D00T (1)

Finds a text string in a key, value, or data.
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¢ In the Find dialog, search for “EnableLUA.”

Asked

uestion

Find what: |Enable LUA

| | Find Nex

Look: at
Keys
Values
Data

[ ] Match whole string onty

Cancel

e Make sure that the status bar located in the bottom of the Registry Editor displays
Computer\HEEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion' Policies\System

If not, press F3 key and continue to look for a next search until you find it.

e When the search is completed, double-click EnableLUA.

e Change the Value data from 1 to 0.

o Close the Registry Editor dialog and restart the computer.

&

File Edit View Favorites Help

Reaqistry Editor

1>+ . Management Infrastructure
[~ 1. Media Center
-~ o MMDevices
-« 1 MSSHA
. NedAutoSetup
. MetCache
. MetworkServiceTriggers
. OEMlInformation
- 1y OneDrive
1>~ fu OOBE
w1 OpenWith
. Optimallayout
- |, Parental Controls
- |, Personalization
- 1. PhotoManager
- . PhotoPropertyHandler
. Policies
. ActiveDesktop
Attachments
Explorer

. MonEnum

. | System
. PowerEfficiencyDiagnostics

.. PrecisionTouchPad
- 1. Prelaunch
- 1. PreviewHandlers
| PropertySystem
- L. Proximity
., PushMotifications
I+~ L. Reliability
. RenameFiles
\/ Run
. RunOnce
. SelectiveRemoteWipe
| SettingSync
. Setup

CharadDl | e

w

Name Type Data

ab) (Default) REG_SZ fvalue not set)
i’;'g'] ConsentPromptBehaviorAdmin REG_DWORD (0x0DD0000D (07
i‘;'_o'] ConsentPromptBehaviorlUser REG_DWORD 00000003 (3)
f_l'cj] dontdisplaylastusername REG_DWORD 000000000 (0)
f;'g'] EnableCurserSuppression REG_DWORD 000000001 (1)
8| EnablelnstallerDetection REG_DWORD (00000001 (1)
I".'o Enablel UA REG_DWORD CheDDODD00T (1) I
5| EnableSecurellAPaths REG_DWORD 000000001 (1)
i‘;'_o'] EnableUIADesktopToggle REG_DWORD (Ore00000000 (07
4| EnableVirtualization REG_DWORD CecD000000T (1)
f;'g'] FilterAdministratorToken REG_DWORD (000000000 (0)
5}_’] legalnoticecaption REG_SZ

ab)legalnoticetext REG_SZ

i’;'g'] PromptOnSecureDesktop REG_DWORD (0500000000 (0
i‘;'_o'] scforceoption REG_DWORD (Ore00000000 (07
fg'gw:] shutdownwithoutlogon REG_DWORD 000000001 (1)
f;'g'] undockwithoutlogon REG_DWORD 000000001 (1)
f;'_-’]VaIidateAdmmCod eSignatures REG_DWORD (00000000 (0)

Value name:
EnableLUA

Value data EBase

() Decimal

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion'\Policies\System |
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2. User Account Control Settings

e Control Panel - User Accounts - Run “User Account Control Settings”

e Click “Change User Account Control settings.”

.

'5' User Account Control Settings =NACN X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Centrol settings

Always notify

Never notify me when:

®  Programs try to install seftware or make changes to
my computer

®*  Imake changes to Windows settings

@ Mot recommended. Choose this only if you need to
use programs that are not certified for Windows 7
- - because they do not support User Account Control,

Mever notify

[ ok |[ Cancel

-

e Select the control level as [Never notify] and click [OK].

e Restart your computer to apply the new setting value.

3. Create a New Account

4, Thei
[ ]

Control Panel = User Accounts - Add or remove user accounts

Create a new account as Administrator type (i.e. “opcserver”).

Register a password for the new account.

In order for the OPC function to work properly, the newly added account must
be logged on with the exact same account name and the password for both
OPC Server PC and OPC Client PC.

nstallation of the OPC Core Components
Go to the [UltimateAccess installation folder] - Open the [OpcSvr] folder.
Activate the [Setup] file and install the OPC Core Components.
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ﬁ OPC Core Components Redistributable

Welcome to the OPC Core Components
Redistributable Setup Wizard

FOUNDATION

Select whether you want ta repair ar remove OPC Core Components Rediztributable.

* Hepair OPC Core Components Redistributable

" Remove OPC Core Compaonents B edistributable

Cancel i { lEinish

b

e |[f the installation does not proceed normally, go to the
www.opcfoundation.org website and install the latest version (x86 required).

5. Registration of CmHOPCSvr
e Go to the UltimateAccess installation folder.
e Right-click the [RegOpc.bat] file and [Run as administrator].

RegOpc

|| regsvr32

2| Release

Remuove

53 Remon

e Inthe Command Prompt window, move to the CIMON-SCADA installation

folder and type in CmHOpcSvr/regserver to execute.

e This process registers the OPC Service on Windows.

www.cimon.com


http://www.opcfoundation.org/

CUI\ON :
e Fre uentl Asked uestion

6. DCOM Configurations
e Click the Windows Start button and type in “dcomcnfg” in the search box.

i
. Component Senices ity Wi Wi WSS Wl e

%. File Action View Window Help [= [=]x]

= | HEXE = HE DI

[Z1 Coensole Root Name Actions
P (E.orzponen: Services [ COM+ Applications My Computer s
a omputers = )
[Z1DCOM Config More Actions »

L My C t - .
|| Running Processes

s @ Ewvent Viewer (Local)

. || Distributed Transaction Coordi...
> L Services (Local)

e [Component Services] = [Computers] = Right-click [My Computer] and select [Properties].
[ My Computer Properties it mwr My Computer Properties M1

Default Protocols I COM Security I MSDTC Default Protocols I COM Security I MSDTC |
General | Options | Default Properties General | Options | Default Properties
Transaction Timeout I [¥]iEnable Distributed COM on this computer: I
Transaction timeout (seconds): ED) [ Enable COM Intemet Services on this computer

Default Distributed COM Communication Properties

Bxport The Authentication Level specifies securty at the packet level.
Application Proxy BSM: Default Authertication Level:
Connect -
Enable partitions The impersanation level specfies whether applications can determine

who is calling them, and whether the application can do operations

Check local store when choosing partition for user |
I _ using the client’s identity.

Leam more about getting these properties.
Default Impersonation Level:

[Identify ~|
[ ok ][ Cancel || ey [ ok ][ Cancel || aeply

L

* Set the configurations as above for [Options] and [Default Properties].

www.cimon.com
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My Computer Properties ? s
General | Options | Default Properties
Default Protocols | COM Security |  msDTC
Access Pemmissions
You may edt who is allowed default access to applications. You may r — - 2 52 5
also set limits on applications that detemmine their own pemissions. Launch and Activation Permission |
. Caution: Modifying access pemmissions can affect the ability Security Limits
r l; of applications to start, connect, function andfor run
securely. GrouE Or USEr Names:
35 Everyone I -
| Edilmis.. | [ EdiDefaul. | L SYSTEM K|
82 NETWORK
Launch and Activation Pemissions 1 opcserver (CHANHEESONG-PC opeserver)
You may edit who is allowed by default to launch applications or 2. opcserver? (CHANHEESONG-PChopcserver2) 2
activate objects. You may also set limits on applications that b Ul | »
detemine their own pemissions.
’ Add... ] ’ Remove l
. Caution: Modifying launch and activation permissions can
i affect the ability of applications to start, connect, function Permissions for Everyone Allowe Dery
and/or run securely.
rely Local Launch ]
Remote Launch 0
Edit Limits... Edit Defautt...
[ s ] [ 2 Local Activation [l
Remote Activation |
Leam more about sefting these properies.
Leam about access control and permissions
[ ok |[ cCamcel || eply | ok || Cancel |
L AN ’

e After moving to the [COM Security] tab, add the new account (“opcserver”)
along with “Administrator”, “Administrators”, “Anonymous Logon”,
“Everyone”, “Interactive”, “Network”, “System” in the [Access Permissions] -
[Edit Limits...] and [Launch and Activation Permissions] = [Edit Limits...] and
select “Allow” for everyone.

e Set the same configurations as above for [Edit Default...]

-
Launch and Activation Permission . -, M

Default Securty General I Cptions I Default Properties |
Default Protocals | COM Secuity | MsDTC
Default Coordinator
L% g
33_‘ NETWORK = 5 m )
& oposerver (CHANHEESONG-PChopcserver) Bemote coordinatar host name:
| 1 opcserverd (CHANHEESONG-PClopcserverZ) ¥4
P w [
1l Select...
[ Add... ] [ Bemove ]
b
Pemissions for Everyone Allow Deny
Local Lsunch o
Remote Launch O
Local Activation [l
Remote Activation |

e Go to [MSDTC] tab and select “Use local coordinator.”
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e When the configurations are completed, click [Apply] and then [OK].
e [Component Services] - [Computers] - [My Computer] - [DCOM Config].

-
. Component Services S .
. File Action View Window Help

= 1EXEEHE DIEZ
(3 Console Root - Mi ft MMC MSDAINIT... MsRdp5: MSSHED i ions
% B = icrosof . MsRdpSess...
4 #. Component Services |= Word97...  Applicati... DCOM Config

a4 [ | Computers

4 (% My Computer ﬁ ﬁ ﬁ ﬁ ﬁ More Actions
1 [ COM+ Applications
4 || DCOM Config MSTI'S MNameCont... MAP Agent Map Elevated ~ MNCLUA
b f %SystemRoot%\syster DecObj Cla... Class Service COM class
2 hsystemroot¥\syster
[+ “.‘-’ %6SysternRoot ) Syster ﬁ ﬁ ﬁ ﬁ ﬁ
b & systemroot\systerr NDFAPI netman netprofm MetProjW  Network and
I & Ssystemroot\system Sharing Ce... [
I & Ssystemroot¥:\Syster ":
b £ Ysystemroot¥)\Systerr ﬁ ﬁ ' ﬁ ﬁ
b & 32-bit Preview Handler Office Offline Files OpenSearch  Out Of Proc
b & AccessibilityCplAdmin Licensing ... Service Description... Mapi Han...
I+ & AccStore Class
I & acppage.dll ﬁ ﬁ ﬁ ﬁ ﬁ
b & AcroBroker Outlook  Overlay Class PDFPrevHn.. PenlMC2  PenIMCA
I & AcroPDF Message ...
2 Add to Windows Medi
b & AERTACap & 3 3 3 3
-
" :,, AERTJ.QREH . PerfCenter  Persistent.. PhotoAcg.. PhotoAcqg.. Photohcg.
I & AP Client HxHelpPane! Enabler
I & AppleSoftwareUpdatel
1 & Application Class ﬁ % ﬁ ﬁ
I & appwiz.cpl . ]
B A becbic b [T Teee | |PEI_CertSto... PLA Play with  PNPXAssoc..  Preview
4 ] b Windows ... Handler... -

e Right-click “OpcEnum” and select “Properties.”

r b B
OpcEnum Properties . @lﬂ OpcEnum Properties . m
General | Location | Security | Endpoirts | Identity | | General | Location | Security | Endpoints | Identiy |
General properies of this DCOM application The following settings allow DCOM to locate the comect computer for this
lication N . OpcEn application. I you make more than one selection, then DCOM uses the first
Application Name: pCEnUm applicable one. Cliert applications may overide your selections.
Application 1D: {13486D44-4321-11D2-A454-3CE306C 10000}
Application Type: Local Server [TiRun application on the computer where the data is located
Authentication Level:l None I Run application on this computer.
Local Path: [] Run application on the following computer:
Browse
Leam more about getting these properties. Leam more about getting these properties.
[ ok J[ Canesl || foply [ ok ][ Canesl Anply
M _— -

e Select the values as above for [General] and [Location] tabs.
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e Select “Use Default” for Permissions in [Security] tab.

il B
OpcEnum Properties M

|Geneml | Location | Security |Endpuirrts | Ide.-rrt'rl}rl

Launch and Activation Pemissions

) Customize Edt ..

Access Permissions

i@ Lse Default

() Customize Edit. .

e Select “The interactive user” in [ID] tab and click [OK].

il B
OpcEnum Properties @Iﬂ

| General | Location | Security I Endpoirts | Identity |

Which user account do you want to use to nun this application?

(71 The launching user.

(7 This user.
Uzer Browse...
Pazzwiord:
Confirm pazsword;
The system accourt (services only).

Leam mare about setting these properties.

| ok || Ccancel Apply
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e Right-click “KDTsystems.CmHOPCSvr”, “CimonX.Document” and set the same
configurations as above in the Properties.

i -

. Component Services

%. File Action View Window Help MEER

&

D Consale Root B IMAFLE INIHTTH INISAFERT.. INIUpdate.. InkWatson + | Actions

4 . Component Services |i| DCOM Config -
a4 [ Computers ﬁ ﬁ ﬁ ﬁ * :
4 (& My Computer More Actions
1 [ COM+ Applications IntelCpHec...  Internet  InteropDict.. IPBusEnum K.DTsystems.
4[] DCOM Canfig Explor... Class CmHOPCS 2 p ,
iew
I B %SystemRoot%\syster ﬁ ﬁ ﬁ ﬁ ﬁ
b B Yhsystemroot3syster Properties
I £ %SystemRoot%\Syster Live Remote LivePhotoA... LocationDisp  logagent  MAORFPS.——1=r
I & Ysystemroot3syster Client Acti...
I+ B %systemroot®\system
I & Ysystemroot¥s\Systerr ﬁ ﬁ ﬁ ﬁ ﬁ
b B systemroot:\Systenr || MAORFPS.... MapiApplic.. mcGlidHost MoSetup  MoxMdeO...
& & 32-bit Preview Handler Class Class
I+ & AccessibilityCplAdmin
[ ‘2-‘-’ AccStore Class ﬁ ﬁ ﬁ ﬁ ﬁ
-
" : acppage.dl Meetinglo... MFCongest.. MhegVM Microsoft  Microsoft
I+ & AcroBroker Access A, Audio Devi...
I & AcroPDF
b & Add to Windows Medi ﬂv ﬁ ﬁ’ ﬁ ﬁ
& AERTAC

" o AERTAREP Microseft  Microsoft  Microsoft  Microsoft  Microsoft
b en Block Lev.. Equation3.0 Excel App.. Graph Ap... IMAPT
[ “.‘-’ AP Client HxHelpPane!
I £ AppleSoftwareUpdate! ﬁ ﬁ ﬁ ﬁ ﬁ
i+ & Application Class
b2 appwizcpl Microsoft Microsoft Microsoft Microsoft Microsoft
. ; h”w“‘*;’_“'_ viro.. T || Office Scre.. Outlock Outlook ... PowerPoi.. PowerPoi..

d il 5 T T T T e S

e Select “Services (Local)” = Right-Click Remote Registry and select Properties.

&, Component Services

[ [=]x]

(21 Console Root
4 . Component Services

4 || Computers

Remote Registry
[ (& My Computer
kil ) Stop the service

Restart the service

Description:

Enables remote users to modify
registry settings on this computer. If
this service is stopped, the registry
can be modified only by users on this
computer. If this service is disabled,
any services that explicitly depend on
it will fail to start.

»

Name Description

L. Remote Access A...  Creates a co...

#

% Remote Access C...  Manages di...

Remote Desktop ...  Remote Des...

Remote Desktop 5. Allows user...
: Remote Desktop S... Allows the ...
Remote Procedur...

The RPCSS ..
In Windows...

Routing and Rem...  Offers routi

RPC Endpoint Ma...

Resolves RP

Secondary Logon Enables star...
Secure Socket Tun... Provides su...

. Security Accounts... The startup ...
Security Center The WSCSV...
Sentinel HASP Lic.. Manages lic...

Supports fil.. =

}

Actions

Services (Local)
More Actions

Remote Registry
More Actions

Extended )(Standardf
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* Select Startup type as “Automatic” and click the [Start] button to initiate the service.

-
Remote Registry Properties (Local Computer) l u

General | Log On I Recovery | Dependencies|

Service name: RemateReaqist

Display name: Remaote Registry

Description: Enables remote users to modify registry settings on -
his computer. if this service is stopped, the registry

Fath to executable:
CM\Windows system 32'svchost exe 4 regsve

Startup type: [Putumatic v]

Help me configure service startup options.

Service status:  Started

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

[ ok || Cancel Apply
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7. Firewall configurations

@l,\“;,-v|ﬂ « All Control Panel Iterms » Windows Firewall

- | g | | Search Control Panel

Control Panel Home

Allow a program or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on or

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access

to your computer through the Internet or a network,
How does a firewall help protect my computer?

What are network locations?

off

l f@‘ Home or work (private) networks Mot Connected V

l r@‘ Public networks

Metworks in public places such as airports or coffee shops

Restore defaults

Advanced settings Connected R
Troubleshoot my network -

Windows Firewall state: On

Inceming connections: Block all connections to programs that

are not on the list of allowed programs

Active public networks: = Network

See also

Action Center Motification state: Motify me when Windows Firewall blocks
a3 new program

Metwork and Sharing Center

e Control Panel > Windows Firewall

e Select “Allow a program or feature through Windows Firewall

@nunv|ﬂ <« Windows Firewall » Allowed Programs - | 3 | | Search Control Panel =3
7 T
Add a Program % i
Select the program you want to add, or dick Browse to find one thatis not e/ Work (Private) Public =
listed, and then dick OK. 0
Programs: O |:‘ il
W ‘ O 5
@ bizmeka KTmessenger j u
@CICDN Downloader 3 O
[Hcicon enc i O
B CIMON VIEW O O
':ICIMDND
d A CIMOMX o O O =
églreaila System Repair Disc O
=mUiog
F FonTseLECT - - i
G‘ Google Chrome s 1 O
[ Details... ] [ Remove ]
| Path: C:\CIMONUltimateAccess\CIMOMN SCADANCIM
What are the risks of unblocking a program? ’I[ Allow another program... ]I -
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e Click [Allow another program] to add the file from the path below.
C:\Windows\System32\OpcEnum.exe (32-bit Operating System)
C:\Windows\SysWOW64\OpcEnum.exe (64 bit Operating System)

& — B
g Browse g
e
e, l— e s— e
@Q.| |, <« Local Disk (C) » Windows » SysWOWE4 » - | 43| | Search syswowe4 P
Organize - Mew folder == « [ @
- Favorites Mame : Date modified Type 0
=
Ml Desktop [ oesetup 7/14/2009 10:14 AM Application
M 1§ Downloads E odbcad32 7/14/200910:14 AM Application
=) Recent Places 51 odbceonf 7/14/200910:14 AM  Application I
f = ||= opcEnum 3/7/2007 7:52 AM  Application
|| Libraries == openfiles 7/14/2009 10:14 AM Application
@ Documents OptionalFeatures 7/14/200910:14 AM Application [N
J} Music | EE osk 7/14/200910:14 AM  Application
1l (=] Pictures [ PATHPING 7/14/2009 10:14 AM  Application
B videos [ peaui 7/14/2009 10:14 AM  Application
[ perfhost 7/14/2009 10:14 AM Application -
M Compter ad| < | il | C: f
File name: OpcEnum - [Applications (*.exe*.com;*.icd) vl |
[ Open Ivi ’ Cancel ]
b
C:\CIMON\UltimateAccess\CIMON SCADA\CmHOpcSvr
{ ”\..J | |l « UltimateAccess » CIMON SCADA » - | 3 || Search ciMON scaDa P
Organize = Mew folder =+ [ @
Jr Favorites Mame Date modified Type
Bl Desktop L Web5MS 7/30/2015 215 PM File fol
" & Downloads s CiMenD 6/8/201510:56 AM Applic
?E.' Recent Places 1 #9 CimonRus 10/26/2006 221 PM Applic
! 1 L Cimon 6/8/201510:56 AM  Applic
[l - Libraries CmHOpcSvr 5/9,/2013 4:41 PM Applicl_
i & Documents %] CraHOpcSvr_B 4/13/2015 947 PM  Applic
J} Music — CmSyskey 11/20/2012 1:26 PM  Applic 3
| [ Pictures 57 gacutil 7/30/2008 10:37 PM Applic| Il
E Videos MakeHtm 4/17/2007 1:44 PP Applic
[ MultiMenitor 31372014 9:08 AM  Applic = '
M Compniter ~||Ean] il | . |
File npame: CmHOpcSvr - ’Applicatiﬂns (*.exer® com;™.icd) v]
[ Open |v] ’ Cancel ]
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e When the two programs are added, go back to Windows Firewall and then click
[Advanced settings].

-
ﬂ' Windows Firewall with Advanced Security

Eile Action Miew Help
e« 76 =
Name GI’O‘:.Ip Profile Enabled Action  * || Inbound Rules -~
Qutbound Rules —
% Connection Security Rules @CICON Public Yes Allow E Wl MewRule...
o L‘_-i Monitoring @CICON Public Yes Allow Y Filter by Profile »
| @CICON Public Yes Allow .
I @ cicon Public  Ves Allow Y Filter by State ’
(@ CICON Simulator Public  Yes Allow ¥ Filter by Group »
[ @CICON Simulator Public Yes Allow View »
@CICON Simulator Public Yes Allow 6 Refresh
@CICON Simulator Public Yes Allow
(@ CICON Simulator Public  VYes Allow = Export List..
i @CICON Simulator Public Yes Allow Help
@CICON Simulator Public Yes Allow
@CICON Simulator Public Yes Allow
QCICON Simulator Public Yes Block
GCICON Simulator Public Yes Block
@ cmon-scaDA Public Yes Allow
@CIMON-SCADA Public Yes Allow
QCIMON-SCADA Public Yes Block -
4 1 k|4 1 b
e Select [Inbound Rules] and register a [New Rule].
-
ﬂ Mew Inbound Rule Wizard ﬁ

Rule Type

Select the type of firewall rule to create.

Steps:

& Rule Type What type of rule would you like to create?

@ Protocol and Ports

@ Action ") Program

@ Profile Rule that controls connections for a program.
o Nee

Rule that controls connections for a TCP ar LUDP port.

) Predefined-
BranchCache - Content Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience.
(") Custom
Custom nule.

Leam more about nule types

< Back [ Meat > ] [ Cancel

e Select “Port” for the type of rule and click [Next].
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-
g New Inbound Rule Wizard I

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports

@ Action ) UDP

@ Profile

@ Name

Dioes this rule apply to all local ports or specific local ports?

1 All local ports

I @ Specific local ports: 135139
Example: 80, 443, 5000-5010

Leam more about protocol and ports

| <Back || Ned> || Cancel

e Select “TCP” and enter “135-139” for specific local ports.
This opens all ports from 135 to 139.
Click [Next].

-
@ New Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the condttions specified in the rule.

Steps:

@ Ruls Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports i

i IG Allow the connection !
@ Action iz includes connections that are protected with |Pzec as well as those are not.
@ Profile )
- ) Alow the connection if it is secure

@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

") Block the connection

Leam more about actions

| <Back || MNed> || Cancel

e Select “Allow the connection” and click [Next].
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-
g New Inbound Rule Wizard ' - - M

Profile
Specify the profiles far which this rule applies.

Steps:

& Rule Type When does this rule apply?

@ Protocol and Ports
@ Action Domain
F

Profile
Mame Private

b

en a computer is connected to a public network location.

Leam more about profiles

e Select “Domain”, “Private”, “Public” and click [Next].

-
0 Mew Inbound Rule Wizard l . - ﬁ

Name

Specify the name and description of this rule.

Steps:
@ Fule Type
@ Protocol and Ports

@ Action

@ Profie e
opC_server

@ Name

Description {optional):

| <Back || Finish || Cancel |

e Type in the name for the new inbound rule (i.e. “opc_server”) and click [Finish].

*This is the end of the Windows DCOM and Firewall configurations.
Now, we’re going to see how SCADA (OPC Server) communicates with an OPC Client PC.
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UltimateAccess (CIMON-SCADA) OPC Server Communication with an OPC Client PC

Execute CimonD and open a new project.
Register a group tag named “A.” This group tag name will be identical with OPC tag.

Go to UltimateAccess installation folder and open “OpcTag.ini” file.

ARl

@Qvl ;v Computer » Local Disk (C:) » CIMOM » Ultimatefccess » CIMON SCADA »

Organize - j Open - Print Mew folder

-~

- . Marme Date mm
0 Favorites

B Desktop ) OpcRun.dll 5/0/2013
& Downloads | i | OpcTag 10/13/20;

|| part_editor 5/28,/201.

=l Recent Places

4. When you first open it, the “OpcTag.ini” file will be displayed as below.

[BASE]
item_size = 1
[opc1]
type = group
name = .
[opC2]
type = group
name = TEST I
[opc3]
type = tag
name = STR1

5. Edit the name of the OPC group tag to “A” as previously configured in CimonD.

File Edit Format View Help

[BASE]
item_size = 1

[oPcl]

Type
» name

group
A

www.cimon.com



cyf\o_!l Fre uentl Asked uestion

6. Ensure that the group tag “A” in CimonD is identical with that of OpcTag.ini file.

&} DATABASE [Convert Word to Bit.dbx] ==
HHEHAE
=B Convert Word to Bit Name Type I/O device I/O address  Initial v...
%A 1.
\ & WORDDATA Analog Tag |*—l] gediads E‘O e |
= Digital Tag File Edit Format V

[BASE]

g item_size = 1

E= BIT02 D

i BIT03 Digital Tag [oPc1]

e i type = group
9811’04 Digital Tag e R

= BITO5 Diaital Taa

7. Save the OpcTag.ini file and run CimonX. CimonX must be running at all times in order
to communicate between OPC Server and OPC Client.

8. Run “OPC Clientl.exe” file from the [OPC Server Components] folder downloaded
from CIMON website.

|7 AddOn
CmHOpcSvr
OPC Client Toolkit

opccfg
%] OpcRun.dll
% | OpcTag

9. Goto [OPC] = [Connect] and select “KDT systems.CmHOPCSvr” for OPC Server.

.
Select OPC Sesver 23|

Server Mame i E I
|KD Tawzterns. CraHOPCS wr

Cancel |

Server Mode [“heerver' or "server' or Mwiaw, gerver.com''
I LI Refrezh List |

Availlable zervers

. CrHOPCS wr
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10. Go to [OPC] - [Add Item] and select the tags that you want to communicate.

FA KDTsystems.CmHOPCSvr - FactorySoft OPC Client rAdd Item g
File OPC View Help '& .
coesz Pa Add [tem
1 i | =
= i em Mame IABITD? Don
AWORDDATA 0 iterms; iter: |
gt 3 Browse iterns: Filter:
ABITOL Off B BTy -
ABITO2 Off B4 BITOZ
ALBITO3 Off BITOZ =
A BITo4 Off BITO4
A.BITOS Off EHSE
ABITO7 ot
BITOS
BITO3 "
DITAN
—Data Type
¥ Usze native type " Long
" Bool i Double
" Shart " String

11. You can write and read data value between (CIMON SCADA) OPC Server and
OPC Client program vice versa.

& DATABASE [CONVERT WORD TO BIT.DBX] ==

QO3 Qwe CIMON SCADA (OPC Server)

=B CONVERT WORD TO BIT Status Alarm

M = WORDDATA 50
J.AI00

e
i3 BITOL
i BIT02
7
81103
B BIT04
i BIT0S
=
5 BIT06
i BIT07
et
S BIT08
i BIT09
vt
B BIT10
& BIT1L
=t
BB
o
[=YE]
i BIT14
e
B BITIS

Change Tag Value —

oo oo oo 00000 oo o okl

le OPC View Help ‘ -
2||OPC Client Software

Tag | Valuel I Time

350 10/13/1518:16:03
O 10/13/1518:14:33
Off h 10/13/1518:14:33
Off 10/13/1518:14:33
Off 10/13/1518:14:33
Off 10/13/1518:14:33
Off 10/13/1518:14:33
Off 10/13/1518:14:33
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